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Abstract; The binary matrix with the largest branch number is widely used in the design of diffusion layers in block
cipher. In this paper, for the diffusion layer of ARIA algorithm,the definition of ARIA diffusion structure is given firstly ,and
the branch number of 16-order ARIA diffusion structure is given. The necessary and sufficient conditions for the 16-order
ARIA-type diffusion structures with the branch number 8§ are further given,and a large number of 16-order ARIA-type diffu-
sion structures with the branch number 8 are constructed. Secondly, the counting problem of 16-order ARIA-type diffusion
structures with the branch number 8 is solved. Finally,the construction methods of the 16-order involution ARIA-type diffu-

sion structure are given. The research results of this paper provide a method for constructing 16-order involution binary ma-

trix with the largest branch number.
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